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Outline

• Welcome and introduction to the presentation
• Overview of our current work
• Importance of trust and censorship resistance in blockchain systems
• Combination of blockchain, AI, and IoT

All credit goes to amazing students and collaborators who contributed 
to the work discussed in the presentation!





• Using information about CoinJoins to identify criminal entities more accurately on Bitcoin

4

TL;DR



• Set up Full Node using Bitcoin-core Client
• Parse the blk*****.dat files for transactions using forked parser

• Sample block of 1st blk-file (Genesis block):
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Parse local data of Full Node



• Full Node
• Forked python-blockchain-parser.git ==> python-bitcoin-graph.git
• https://github.com/Nerolation/python-bitcoin-graph (example)
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Data aquisition

https://github.com/Nerolation/python-bitcoin-graph
https://asciinema.org/a/458061
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Data acquisition – Google BigQuery
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Data preprocessing – Google BigQuery
Input/Output Mapping:



11

Data preprocessing – Google BigQuery
CoinJoin detection (Wasabi):
• Block heigth 530,500 – 609,999

• 2 static coordinator addresses
• Since block height 610,000

• Tx Output Values contain at least 10 equal values
• Most frequent output value equals 0.1 BTC ± 0.02 BTC
• More Inputs than Outpus of equal values
• One unique Output Value
• 3 distinct Output Values
• Bech32 addresses
• NOT IF:

• Input Addresses != Output Addresses
• Output Values between 0.08-0.085, 0.115-0.12 or 

exactly 0.09 or 0.1



12

Data preprocessing – Google BigQuery
CoinJoin detection (Samurai):
• Since block height 570,000:

• 5 Inputs
• 5 Outputs
• At least 1 and at most 3 equal Input Values that match a 

pool size – the rest is in the range poolsize ± 0.0011 BTC

• Pool sizes:
• 0.001 BTC
• 0.01 BTC
• 0.05 BTC
• 0.5 BTC
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Clustering – Google BigQuery
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K-Means Analysis
Dividing users into 100 k-means clusters using the follwoing features:

Turnover-features:
• Total amount received,
• Total amount sent,
• Avg. amount received,
• Avg. amount sent

Connectivity-features:
• In-degree,
• Out-degree,
• Total-degree,
• Shortest-Path to CoinJoin transaction

Activity-features:
• Activity period in days,
• avg. hour of activity,
• degree per active day

Utxos-specific-features:
• Avg. age of Utxos in days,
• final balance in BTC
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Analysis
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Analysis
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Analysis
Findings:

The shortest path to CJ feature improves unsupervised
clustering --> We concentrated more criminal entities
within a few clusters

Criminal entities, in general, tend towards outlier bahviour. 
(degree/active-days)



Unlinkable Payments: 
The beauty of stealth addresses

Paper working title:
“ModSAP - A Composition of Modular Stealth

Address Protocols on Public Blockchain” by Toni Wahrstätter et al.
Planned submission venue (May 2023): 

IEEE Transactions on Information Forensics and Security





Problem  definition…

BA



BA

Problem definition…



BA

Problem definition…



BA

Problem definition…



BA

Problem definition…



BA

Could you please 
generate a fresh 
address for this 
interaction, Bob?

Problem definition…



BA

Sure! 

Problem definition…
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Problem definition…



BA

Wouldn’t it be cool to do that 
without any prior interaction?

But wait…
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● Alice (non-interactively) generates a 

stealth address for Bob.

● Alice sends to that stealth address.

● Bob can access the stealth address.

● Looks like Alice sent to some 

random address.

Stealth Addresses
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● Alice (non-interactively) generates a 

stealth address for Bob.

● Alice sends to that stealth address.

● Bob can access the stealth address.

● Looks like Alice sent to some 

random address.

Stealth Addresses

We get unlikability, but NOT untraceability.



Where are we today and how we got here?

Stealth Addresses
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(2) Alice does:
s = a * B
sh = hash(s)
stPk = sh * G + B
stAddr = address(stPk)



How does it work?

BA

(3) A

(2) Alice does:
s = a * B
sh = hash(s)
stPk = sh * G + B
stAddr = address(stPk)

(3) Alice sends funds to stAddr which is 
different from address(B) and publishes A.

(b, B)

1)B

(a, A)
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(4) Bob parses all 
announcements.

(2) Alice does:
s = a * B
sh = hash(s)
stPk = sh * G + B
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(3) A

(b, B)
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How does it work?

BA
(4) Bob parses all 
announcements.

(5) Bob does:
For X in { A, B, C, … }:

s = X * b
sh = hash(s)
stPk = sh * G + B
stAddr = address(stPk)

Bob can compute the private key 
to the stealth address: b + sh

(2) Alice does:
s = a * B
sh = hash(s)
stPk = sh * G + B
stAddr = address(stPk)

(3) Alice sends funds to stAddr which is 
different from address(B) and publishes A.

(4
) 
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B,
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…(3) A

(b, B)

1)B

(a, A)



How does it work?

BA
(4) Bob parses all 
announcements.

(5) Bob does:
For X in { A, B, C, … }:

s = X * b
sh = hash(s)
stPk = sh * G + B
stAddr = address(stPk)

Bob can compute the private key 
for the stealth address: b + sh

(2) Alice does:
s = a * B
sh = hash(s)
stPk = sh * G + B
stAddr = address(stPk)

(3) Alice sends funds to stAddr which is 
different from address(B) and publishes A.

(4
) 
A,
B,
C,
…(3) A

(b, B)

1)B

(a, A)

sh * G + B = (b+sh) * G



How does it work?

BA

(sp, Sp), 
(sc, Sc)

1)Sp, Sc

(4) Bob parses all 
announcements.

(5) Bob does:
For X in { A, B, C, … }:

s = X * sc
sh = hash(s)
stPk = sh * G + Sp
stAddr = address(stPk)

Bob can compute the private key 
for the stealth address: sp + sh

(2) Alice does:
s = a * Sc
sh = hash(s)
stPk = sh * G + Sp
stAddr = address(stPk)

(3) Alice sends funds to stAddr which is 
different from address(Sp) and publishes A.

(4
) 
A,
B,
C,
…(3) A

(a, A)



So what about EIP-
5564?



EIP-5564

Stealth Addresses ≠ Stealth Addresses



EIP-5564
Stealth Addresses ≠ Stealth Addresses

● Many different possibilities for Stealth Address protocols:

○ Different Elliptic Curves 

■ Secp256k1 

■ Secp256r1

■ …

○ Elliptic Curve Pairings

○ Lattice-based 



EIP-5564

● “Stealth address and key management techniques in blockchain systems” - Courtois & Mercer (2017)

● “Faster dual-key stealth address for blockchain-based internet of things systems” - Fan (2018)

● “A new stealth address scheme for blockchain” - Fan et al. (2019)

● “A lattice-based linkable ring signature supporting stealth addresses” - Liu et al. (2019)

● “Blockchain Stealth Address Schemes” - Yu (2020)

● “PDKSAP: Perfected double-key stealth address protocol without temporary key leakage in blockchain” -

Feng et al. (2020)

● “EDKSAP: Efficient Double-Key Stealth Address Protocol in Blockchain” - Feng et al. (2021)

● “A privacy-preserving data transfer in a blockchain-based commercial real estate platform using random 

address generation mechanism“ - AbdulKadar & Kumar (2022)

● “A Hybrid Design of Linkable Ring Signature Scheme with Stealth Addresses” - Li et al. (2022)



EIP-5564
Stealth Addresses ≠ Stealth Addresses

● Many different possibilities for Stealth Address protocols:

○ Different Elliptic Curves 

■ Secp256k1 

■ Secp256r1

■ …

○ Elliptic Curve Pairings

○ Lattice-based 

● Standardization is key



EIP-5564
Scheme ID to indicate the specific stealth 

address protocol.

Stealth Address to enable recipient to 

quickly discover their stealth addresses 

without RPC calls.

Ephemeral Public Key to enable recipients 

finding their stealth address and compute 

the stealth private key.

Metadata for additional information to 

improve UX.



EIP-5564
Stealth meta-address format:  

st:eth:0x0385b15e0d16672bbe2b215b86742ee6ba0b1f89
b01f35e4dc30ef4dd2eec967770387de997ce72ad74be3072
e02ca5a31f187c6306101047f9f81ecc626c4abebc3
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EIP-5564
Stealth meta-address format:  

st:eth:0x0385b15e0d16672bbe2b215b86742ee6ba0b1f89
b01f35e4dc30ef4dd2eec967770387de997ce72ad74be3072
e02ca5a31f187c6306101047f9f81ecc626c4abebc3

Prefix: st:eth:0x
Compressed PubKey I: 
0385b15e0d16672bbe2b215b86742ee6ba0b
1f89b01f35e4dc30ef4dd2eec96777

Compressed PubKey II: 
0387de997ce72ad74be3072e02ca5a31f1
87c6306101047f9f81ecc626c4abebc3



EIP-5564
Stealth meta-address format:  

st:eth:0x0385b15e0d16672bbe2b215b86742ee6ba0b1f89
b01f35e4dc30ef4dd2eec967770387de997ce72ad74be3072
e02ca5a31f187c6306101047f9f81ecc626c4abebc3

EIP-6538:



● PoC: stealth-wallet.xyz
● Tutorial: nerolation.github.io/stealth-utils/
● EIP-5564: eips.ethereum.org/EIPS/eip-5564
● EIP-6538: eips.ethereum.org/EIPS/eip-6538

Find more…

https://stealth-wallet.xyz/
http://nerolation.github.io/stealth-utils/
http://eips.ethereum.org/EIPS/eip-5564
http://eips.ethereum.org/EIPS/eip-6538


Behavioural Threats in Decentralized 
Federated Learning: A Dynamic Assessment 
Approach

Authors: Khan, Sajjad; Gomes Jr., Jorao; Rehman, 
Muhammad Habib ur; Svetinovic, Davor

Under review in IEEE Transactions on Dependable and 
Secure Computing.



Introduction & Background

• Traditional Machine Learning (Data to Code)

• Federated Learning (Code to Data)

1. Single point of failure/bottlenecks

2. Curious Server

3. Lacks the capability to detect adaptive behaviour

• Decentralized Federated Learning 



Research Questions

• What are the common issues that hinder the efficiency of the DFL? 

• Adaptive behaviour is not recognized (only free rider) 

• How do the existing DFL systems tackle the adaptive  behaviour of 
participants?

• Assuming honest behaviour

• incentivizing to behave honest.

• How to ensure the correct performance of DFL systems?

• Ability to detect/mitigate and quick elimination procedure to avoid confidence 
degradation.



Taxonomy of behaviour threats

It is assumed that Free-riders are only 
non-contributing participants.



Proposed architecture



Behavioural evaluation algorithm
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Experiments



Experiments
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Why CFL fails. 

How confidence level degrades



How it works.

Comparison to common ways 
of reputation decreasing



Evaluating Honest/Adaptive behaviour.

How it worked.



And 3 more recent works under review

• OpenFL: Ethereum-Based Decentralized Federated Learning for 
Trustworthy Collaboration
• Crypto-economic Blockchains Under Geopolitical Stress: Analyzing 

User Behavior During the Acute Stage of Russia–Ukraine Conflict
• Fortifying the Blockchain: A Systematic Review and Classification of 

Post-Quantum Consensus Solutions for Enhanced Security and 
Resilience

Now to overall summary, insights, and directions…



Blockchain and AI: A Promising Direction

• AI-driven smart contracts and decision-making
• Enhanced security and fraud detection
• Autonomous organizations and decentralized applications
• Federated learning for improved privacy
• Challenges: trust, ethics, and system manipulations



Blockchain and IoT: Unlocking New 
Possibilities
• Decentralized IoT device management and data sharing
• Enhanced security and data privacy
• Supply chain traceability and transparency
• Smart homes, cities, and infrastructure
• Challenges: scalability, interoperability, and standards



Engineering Trust in Blockchain Systems

• Secure and privacy-preserving protocols
• Transparent governance and decentralized decision-making
• Regulatory compliance and legal frameworks
• Reputation systems and identity management
• Interoperability and standardization



Censorship-Resistant Federated Learning

• Decentralized machine learning on permissionless blockchains
• Privacy-preserving data sharing and collaboration
• Resilience against data poisoning and sybil attacks
• Incentivizing honest participation and contribution
• Challenges: scalability, efficiency, and incentives



Blockchain System Turbulences

• Market fluctuations and speculation
• Illegal activities and system manipulations
• Geopolitical conflicts and regulatory changes
• Technological innovations and breakthroughs
• Public perception and media influence



Engineering Mechanisms to Mitigate 
Turbulences
• Market mechanisms for stability and price discovery
• Machine learning for prediction and early warning systems
• Adaptive governance and responsive regulation
• Security and privacy enhancements
• Community engagement and education



Increasing Trustworthiness and Reliability

• Building on secure and privacy-preserving foundations
• Transparent governance and decision-making
• Collaboration with regulators and legal frameworks
• Enhancing system resilience and adaptability
• Encouraging research and development in critical areas



Conclusion

• Blockchain, AI, and IoT offer significant potential for innovation
• Addressing engineering challenges to build trustworthy systems
• Understanding and mitigating blockchain turbulences
• Increasing public acceptability and maximizing benefits
• Ongoing research and collaboration for a more resilient future



Thank you! See you at the panel later!


